
How to Encrypt an Email Message in Outlook 365 

If you are sending an email that contains sensitive information, such as a social security number, bank 
number, or other sensitive and confidential information, you will want to secure it in some manner.  

Outlook 365 allows you to do that from the message itself.  

Step 1: 

Start your new message, then choose “Options”. Find “Encrypt” on the ribbon.  

 

If you have the full ribbon, it looks like this: 

 

 

 

If you are using the simplified ribbon, it looks like this: 

 

  



Step 2: 

Once you find “Encrypt”, Choose the little arrow either under or next to the word to select what level of 
encryption you would like (“Set permission on this item”). 

 

Full Ribbon:      Simplified Ribbon:  

 

 

Once you set the encryption on the message, you will see this notice at the top of your message: 

 

 

 

When you send the message, everything in the message will be encrypted, including attachments. 

  



Your recipient’s copy of the message will look like this. They should click “Read the Message”. 

 

 

  



They will be prompted to sign in to view the message. The easiest way to sign in unless they have an 
account is just to generate a One-time passcode; 

 

 

  



They will see this screen. The passcode is sent to the email address for recipient of the message.  

 

The passcode email looks like this and comes from Microsoft Office 365 Message Encryption. 

Once they enter the code in the box, they should be all set to read the message.  

 


